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3 PURPOSE 



Ths docUm&nl h& b pari dI ^lancfard ECU r#prD7 amming Ep&c|1iciif[xi package. Thjs packE 
dvldBd mhn f v€ pans, crxiEislBnl b eacii Qltiers. 



^ N 



Pari 1 Qflr^ral [^acnpUcn 

Pari 2 EcUi'bcJ pra^Bmmlng In^r^cE^ descr'rptfan 

Pari 3 BoDl-lcH [k r.'^ppllcB f cfi inte riace ^acnpiicn 

Parl4 BoDl-loflckr m^chartsma 

Parl^ Con1[]fTnance L£sl 



»-iN I 



^i^a 


£^N 


iHhh 


lUM 



Jzrii 



^■ta ri 












^ - ^HIV bDHLjIC 



I' rill* fludHntHci 



I' rill J aDDL\^tiF>EHhHn hLiHjc 



i^ri-i Z AucLTz^I hlirka 



WQ^t 



n 



4^1* IVUt 




Tool 



i^'litin 



Pl^^to* 



p_-^ 



Ongnal dDctiment ^id bE ire^l^ aijnlljiblB □n"hlErnfl1 Am^va' webstto: 
>iH]-''''rtww ErcH^e offf 

ThE Slardard ECU repcD^amming pEdi^gE Ei]n1aina spEcrfiDaUcn on tHOI ^w H unlariErE wilh 
HWlicaijcFi ^apjiCca i<}n rEprog~am'n|ng and launch^ ivrlh IcdI (haw re rBpm^am on apptDaScn. 
ccnUvrriil^ laal] and pa ana b leal Iha bcci, 

Tlifi pari 1e teIeIeiJ 1o inlerrd boai-rGE ds r nie cTerirma It apedTTEir how s Fe rdard bnot-loader reacfe 
onila inpu ti'cu ^ L a Umu lahcFi 



Boai-lcackr 1nl&rlac«B Afe: 
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4 APPLICABLE DOCUMENTS 



4.1 Hefe re nces doc u ni e nts 



Tile 


RbI 


Rbv. 


ri| Slanc^fd ECD re^c9~aiTim ing - 1^1 2 - Ecu-tcol pcc^amming 
inlBrlaces deacf ipion 


0001-2 


1 


4.2 Norms and Procedures 


Tife 


RBf 


Rbv 


|2] Rofld vshcles — Urulied dB9-K>s1ic services {UDS) — Psn 1 
Sp«ci1icaicn snd requiremBnIs 


ISO 14229-1 


2006 


[3] Road vflliclBS — Dia^io&ic^ on ConTolfBr Atba Nelwccks fCAHf 
— Psn 3 ImplemenlBUon o1 urulied dia^iostc s^rvicBS tUDS en 
CAN) 


lfi0 157S5-3 


2004 


{4] Road VBtiicEflB — CommuncafDn bsTwesn vshcfe and ex^mel 

ec^ipfiiBnl 1or e missicns-relB ^d dBgnoslics — P^r1 6 DiagrcBic 
t~oublfl codB d&1iniliccie 


ISO 1 5031 -B 


2005 
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5 TERMINOLOGY 



5.1 Glossary 

^Bgm#nl As«gmenliB b inmemccy ccni^DUB pari of i^1b 

Lexical Sock A logcal block is a bloc^ of consiBlenl daU 1^1 can be unilBnly be 

repco^amm Bd te S ^^allbf alien of Bollware module} A Io^obI blcck ib buid 

o1 one cr mere BQ^nenls 
Uniocking ThB \s a ^1a 1^1 reprsBenl 1he entil^ 1or which secunlyAcceBS has been 

Hn^rpfinl allowed 

Di^Bl ReBuH o1 b cr vpb^Bp hie haBh iunclon. I1 repcBS«nls Ihe calculetd 

Bi^ialure ol a ctab Be1 
Scralctipad VcJatle memory pari Itielcan t>e prccrrammed ^^ilhoul eny eecunl^ check 

hlemof^ heruler F^ocBciire Ihal can access 4reBdjWJite) Kj Lo^cbI Block 

5.2 AbbrevialioTis and acronyms 

NRG : Ne^fve Reeporse Cock. See dccumen1[2] 

5.3 CoaventLDiiK 

5.3.1 Require men Is presentallon 

Requirements are pre senled in the Icnn ol a table conlafning Ido^ng Inhurm Btion' 

- FirBl column : Rei^iremenlicknlilier [eee below ths appJiceble numt>ering m et hcd) 

- Second cclumn Requirement Descfipion 

A rei^iremenl can be followed by two row, a ratjor^le and a ccmmenl thai can help the reackr fq 
Ej rderetand t he rec^irement 



5TD-PltG4-T5jinnn|^| 


Requremeni Description 


Ratio'"3it 


^3ii0i7.3ie ff" Jnedtot^e rflt7uireme"r 


CommerJ 


Cem/71 err? jj/? uleato^e repuifemenr 



5.32 RequlrefnenI klenllliers 

F^Bn easy identification ol IhE requiremem scope IhE IcJIowir^ method hras txen adiplsd 6Tb- 

IHA&T3j¥-m[^J 

where 

STD Foralandard rec^iremenl 

PBG For pcoffamming related requirement- 

4 For pan 4 related rar^iremsfrl 

TS For iec tirical spedficatJorFS 

nmn Requirement Idenfifier number (tcni 0{X}0a9^9q 

y Requirem ent ve raion number 
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6 REOUIREMEMTS 


6.1 General 


ITTD-PFG* T^JHUoTlt 


T^ booMoflcfer mu b1 cupped r&se 1 a1 any fms . | 


.^£1 /'on^ 'e 


A }OES ^t powef Sijpfity iuuai rtot csus^ the foss ot ^^ ECU 


, Ci]rniTiejir 






sTinniGTlT™iTi) 


ThB boDt-loacfer muBl conUin no olher proc^cijres Ihan ^Bcnbed Inb 1ha 
{tcum &n1 to m K^lv cMla ccnlained in thB Lc^cbI Blocks 


.^j^'ona'e 


; A if o'd io provide tmc^OCfO's that cou}dhs ust ror ECU ^scking 


1 CoTum&nt 



Code 1^1 IS able lomcxily memcry mus1 tx prolBctdB^inslurexp^cl&d^^ecuton. 

G2 Bool- loader stales 

BccMaackr siBlBa ejq eilher DIG sbtise e or inlBmaJs Bool-Jcader atHle e 



6.2 .1 

■STBTTrarra^onTTTT" 



Boot- loader DTCs 



ERch DTC ol IIg BocHoacfer musl be cocfad UHing 3-byl& fctmal delined k\\o 
]4] nccm 



^DpiiTenr 






5TD-PRG4-TSJWD£|lh 


&ch LogicBl Block ib aEsociBled 1o b DTC|Lc^icbI 9ock ID Pro^Bmming 
lailurB >'NdT pro^Bmme d| T^b DTO provides inlormaUcn on 1he validly o1 the 
{fabcDnlainedinb 1he loacsl block ttB ISO 15031-B1ailure Type is 0;c51 


fljl'ona'p L=^L iiii'Lij .nrcr-v ci' ■■'.? n ^ihk c.'rti^ "c :; c? ■ l^ ^ ^ 


Coninienr 





STB-flHa^-T^Ewnaht 


SojT^s Lo^cbI Blocks are ESSDualed wklh DTO|LDgicBl BIcck JD B^lem 
internal bilu re e-'Ge neral memcfy Isilure). Ths DTC provides infccma^cn on 
Ihe in1e?i1^ ol physical memofy lis ISO 1503T-e bilure lype is 0x42 


.^fl^'on^'e 


- 


J Comment 


This Bvbtype AS L'seoby sf^e ct^nt/of ufodiAe to inc^car^ ^at t^s ECtJ is subject ■ 



1 SrD-PRG4-TSD0D4|lh 


&ch DTC provides 1t^ inlcrmaticn 1 ^1 fl hss no1 h^en tesled^lnce laslcresr 1 


C D nn 1 en r 


tjc"" ^1 J" if' i''"^ ^ocfS-toader .pl-^? sli^jj^j'. ^-e sij^l's 



jgsr^gfC jrrpJefeJSin ceLaa Ct^Jear- 



^nnnran^noniiTr 



H apffaable^ Ihs BooHDadsr nipiGinsnb a DTC Itnl (^vsb r^onnaton on ifa 
^nersl lairirre s^1e. 



.^a^'on^'e 



C^ inm en t 
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6.2J Coiinlcrs 



Counter nirne 


Comment 


LCffilCAL_BLOK_REPHOG_CHTn(LQflca] Hcch ID] 


ERuh ECU can ccniBJn E&v^ral Logc^al 

BlockE 

ThE CDunler ie 1he rumbier dI rEmaming 

possibiB updalB DperaioFiE nn \hB Logial 

Bloch 



STD-PFlQ4-T&Di3l[»rij 


h CEse 1he U^caJ Block Is canbinBd irdD a memciry wiTh s proigrajTim etq limil 
Ihe DTC|Lc^cal Block ID sys^m inlErnal lEJIurBS^GEnerfll mEmccy iairur^) 
musi b»e eupporlsd. 

ThE InleriEJie BDDT GET LOGICALBLQCK INFD rEprte orty IbE cmnleTB 
lESEllan12£ ScEr^l^l] 


fl.i/'cin.;'& 


-^cfDrtf^-^g ro ISO ?-iPJP-' i-D? .Tj ;^dt r^e? mt^t PJPI r?^J^^^^;^lJ iJ". 


Ci*rr7iTiflnr 


-aOOJ" JET" iOi3^4:JLgLOC^'W/=OrErijrnj 



NdIe a Logciil Block deh t>e bss^d dh i^^ErHl memory lypES f^evErEl SE^#nlDh ^rih EevEFal 
prDcrBrnminglimil LOQICAL_BLOK-REPI^OG_CNTH(Lo0ce1 Stock ID) musLrEl^d IhE Iov^e e1 I untl 



bit] ihE tnllDwing Example ihE Lg^ceI Block ie ccpn posB d cil 3 ee ^nErrts d mEm ory 




I I 1^ j 




Figure] -LOGItAL_BL0K_flEPnOG_CtJTR|Lc.glcal Black ID] 
In ftfc CBM, LOGCAL_BLOK_REPROG_CNTR<l_Qgcal Sock Ie>^ i^mld bE Iht minrmum mmbEr 
bGlABEnProg_IJmj14Sa^nEnl401^ Prog_ LiniPl{ Se ^ ErTt4Q2l and Prog_Lim]1 [S E^nenbi^ 03} 



STD-firtl^^-T&JlJMLIh 



ti CESE 1hE LoglcaJ Block ts GunbinBd uHd a memGry wi1h s pcogrHinmErQ limil 
lor EBch Lc-^CEl Blod^- wfen Iht LOGCAL_Bl_OK_REPRDG_CNTR(Logcal 
Black IDjrEBchIhE oalut BCiOT_REQ_DOWNLOAD Is rslusEd 






In \n]S CS5& N^Ci}\70stYoulHit^ us^B 



I 5TD-PftG^-T5niJt2iU h caES Ihfr LogicBl Blpcli IS conrEircd irrla e memory wiLhcul b proffamnilng | 



Rcf Kroi-4 I Bty>d jd ECU rqif c^JTFnir^ | PjH - B3DHi>aifef medkjw jns | P:^cT&'l7 



limil LQGICAL_BLQK_REPRCXj_CNTR|LogiGBlBlock ID)iBnp1impJemen1ed | 



- RB^onaSe 



C€^^^|■n ffji r 



Case fofE^PROM Hard drives oj esse ivfier? ifm\t ts judged sufficient fortf^e 
}^retlm^ oi ih^ syEtam \ 



sTD-pftS4-"raj»tjrih 



Prog.LimiHSggnentf .i:} isdeuemenledfagbrg enc h se gnenl fcifxJE 



Rat'cna^e 



fn ca3€ the dowwoao Df\:cedure \b mteffjptBC, rhs ensuf^a that tf\e uovf^^j \s ; 
de^sementeo 



Comm en C 



Sf iogi€ai Bfock ^ £o^lB\neG inta n^emcyy ihal ^f^eda efaB\ng 
f^^g_ljm{i/Segment^^j is decrerr^e^^led hefofe sraa\ng It ae decrewef^led 



5TD-PRi^4-T5D4h4|ih 


It se^nenl erssrig is needed lev r^pco^amming Prog_ljmi1(SB^nen^01) 
{1he 1irsl Bf^^enl d1 the requeBl do^vnioBd ares] is c^cremenled as perl ol 
e^eculing BOOT REQ DOWNLOAD 


RaiAonaie 




Commffjir 





6.2^ Internal stateK 



State name 


AvailEbIa itatflB 


Commenl 




SEC URUy, STATE 


LOCK 


k\ Ih3 BialB.]1'B not pcEBibiB loniocil^ 
1tH dgeal o1 a Lo^cal Block or 1o 
charge cfab ccniBined in1o a Logcal 
9ock lh^l mBlchBs wilh its dgesl 




UNLOCK 


¥i 1hs B1B^ IhBre BIB no reBlncliorg 
rBr^rdnn 1h^ serviceB BvailablB 




hf EMOR Y_H D LR_ST AT E 


OPEN 


Bool-loader \s r#Bdy b recsivB 
[^wnloaded ^1b andloslore i1 inloib 




CLOSED 


Bool-lcader k rc1 ready to recsivB 
^wnloaded ^1b andloslore i1 intoib 
memcvv 







S EC U RIT Y_ST AT E iEaelloUDCK when tuning 1 he Proffamming&Basion_ | 


.^Ji'Onjpje 


Ar ECO can n u/ i^e Je r/ m ^u^un ta JiJy /o an uWLUi^J^ si^j? 


i^j^n^Tienr 


- 



rSTBTTTCTlTDoaTTTT — 


SECURFY_STATEiEse1toLOCK whenonthB Bcc1 hliaJizBfcnsfcp 1 


.^a^'on^'B 




■ GjjrriTienr 


HefaufrraJue ^o^ SECURITY STATE aiaSe }b LOCK 



STBTTran^noaETTr 



MEMORY_HDLR_BTATEiB ael 1d CLOSED wtnn exrfng Itw FVo^antmir^ 

s^BBion 



Rai'ona'e 



1 5TD-PRG4-T?J}4E3rih 


MEMORY HDLR STATE ib bbI 1o CLOSED cn1hE Bool h«aliza1icn Blen 




.^a/'on^'e 


- 


Cflfn.Tienr 


- 



ST'D-PRG4-T^[nE4^lh 


ti case mem cry Tundar 


IS ccniainad rr^ IIe Bod-loadBr. 




MEMORY_HDLR_STATE la aal 


1o OPEN on 1ht Proyamming Session 




inializalicn 





Ra:'cna^e 
CflfiMienr 



Hef DOPI-^ I EbgTdjTJ ECU iqmigJTFnfT^ | Pai ^ - Bjl^I-Ii>,-u^ med^pn jth: | P^c 1 1 17 



G.3 Bool- load eracllvhy diagram 

Boa1-lGBt^r anf^ly dia^sm ie rBpreetn^d in^ Fi^re ^ - Boot-lcacier acUvil^ da^airi pari ^lahd 
Fi^iE 3- EnoE-ioadEr EGtvily da^sm pBrl42 



G.3.1 Entering PrDgrammlng Session 



Jl^^dJe J rfafl 



Baat 




figured -BoQf-lQBdErBi]4NErv diBgFi>m part ^ 



sTD-T II&4-T5 n 1 n 1 1 1 ^ 


AHBreKlErraJ EGUpowarup^ Bool-lDBctar slant lifi iGjdwBrB aififizafcn 


1 


fla^LinjjJF 


1 - 




ti]o?iTienC 


1- 





STD^P [104-7^ D1113IU 


A1lBr ECU'S hardwBTE inializatcn 1h& Bccl-loQder Flart rti aoUkVBr^ 
IrffHiLzaiiDri Th& Bno^-loiidBr inlBJIzEijcFi CDnlams cnJy 1hE BlEps nEDesBaiy 1q 
tcndlB th& BubEECUEnI ckdncn st&p ol aiaryna aqplicaiiDn 


Rj^DfTflJp 


- 


Comme^^ 


- 



flTD-PflGfl-T^innain 


A1lEr ECU'e BDtlwBfE Bool-JoadEr IruijBJizELliiin 
sb^E olitE DTCs 


1he BoDt-loac^r chEDkE Ihe 


flaJjLinjjJF 




C"i]n]m?nr 


1- 





r9TB-' 



-flfla^-TSimialit 



AllBr Bco1-loB{tr DTC slsius ch^cic rl Ev^r^ DIG are taslEd and Bv^r^ lE^b 
TE fcirps no c JFOT- BcMl-loadEr ^nablE appjlcaicxi ruinno- 



Ri\t}ona^^ 
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! Comment 






STD-Plli^4-T^[>iDMih 



A1lBr Bool-loadBr DIG e1b1us check il b1 lessl b DIG Is na1 iBstdor indcale 
an frrcc 1he Bool-l[>ader ^bs inio its D@bull ScBBion Any rBmBinng bool- 
loa^r injIializBion musi t>e peiiormed a1 this &^p. 



1 .^ai'OfTflje 






C^ inm ffji r 



5TD-PltG4-T5[nnft|i| 


Frcfn BooMaBctr <febul1 BBSsicn i1 Programmrig aessicn Is allowBd ths 
posllivB respcnse 1d successhil BOOT_PROG_ SESSION ib seni jjbI alkf il 
Inenenlersdinio 


1 Rs^ona^e 

F 


FoB}U\fe re^of7s^ rs Bent w^en me sef\^fce to §o int^ pragf3mm\ng EessfOP la i 
effeciiveJy executed 


'. Corrmenr 

E 


- 



SrD-Plta4-T5jnnT|it 



Frcfn 1tK appJIcBUon calling auccBssLlly 1hE InlerlacB 
BOOT_PROG_SESSION axils applicBion and enter ihe Baol-loader 
Pro^amming Sesslcn Inializalicn 1ha posliva raspcnse 1o 
BQQT_PRQG_SE5SIQN Is &Bn1 ^a1 aHar II been enlerad into 



I ^j^Jorr^Je 



j Ctfrnmejif 



SI i-Pitc;4-T^ jtiuiii h 


1 


BBbOTYR^e 


J 


Cou^^nent 


1 



G.33 Handling Programming procedures 



Hrf OKH-fl StKJJid K U repia jjnnrr^ 



PsrI 4 - ?LHl4jKlcf mcdiTirkaiis 



F^'^^l^ 




Flgura 3 - BooT-Ecader activity dng ra n pBrfiKL 
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|5rD-Pfta4-T5[>£aD|ih 




Ral}ons}e 




C^rrment 





SrD-Pfta^-TSjKDilih 


k\ tde B1E1Q CBlhng Ihe BOOT_5A_UNLOCK_REQ interEacEi sbfta IhB 
urioc^ina &BCU ntv Bccess cfDcecljre 




fla?'onj'e 






1 C^mm^nt 


NegaH]^^ reruns? can he Bent here m ^&se or 'mposa tr.'T^ topfoprajTr ECU. 
e ff pf oflra mm;.- 3 ccL\-:iej la reRc^ed 





STD-PftG^-TSKfEMh 



When aacuri!^ accasE Fcccedure is over whalaver ib 1he SECURITV.STATE 
1he Boal-loBc^r odbs back 1o i1s ld€ bIbIbs. 



Rat}Of\a}e 



Cflmm ffji f 



SrD-Pfta4-T5j>£n£|i| 


h Ids ElBle- CBlIng Ihe BOOT_WRITE_DIGEST lorce& ^^ EccMoBder Id 
check lis SECURITY. STATE Inca&e i1 la inlolfK sfele UNLOCK 

» The associatd DTC sU1e la cleared t^e mean Ihat He sb1es 
irxJicalea 1ha11he 1es1 hae na1 be en passed 

» The dgeslis wrilleninlD ECU non vola^le memory 
When al Ihis above atepa are accomplished Ihe pcsiUve rasporse 1o 
BOOT_WRITE_DIGESTisre1urrpEd- 


.^jl'ona'e 


J Commenr 



S7D-PftG4-TS iJa[>3ClJ 



^ch Logcal Block is aasocialed b a 16 bits DaUldEnlilier He dalatRecccd 
ccniains 1he Digeal expeded value The value d1 1he Dalaic^niler ts ihe ^S 
hghealbila oHha BasQcialedpfoyammflEJ^nQlprojainmad DTC 



.^jl'ona'e 
Cammenr 



?".'?■ J Z'',\oi'fy c\yyT^n\ur^cB\l\y^ cerii^eiT fQ^\ Bnd Boo^-i^ade^ 



S7D-PftG4-TSJlEfE|lh 


When wning d^s1 prooedjre is over 1he BccMoader goes back 1o it Ide 
elalea 




.^al'onflJe 






Cfl n^m en r 


- 





STinnraTiTKT5iTT — 


h Ida Elata- caftng Ihe BOOT_W R FT E_ D IGEST forccE IhE BccMoader Id 
check lis SECURITY.STATE In oast i1 la inta the ela1e LOCK a ne^Sve 
respcnaa la senlaa answer ol &0OT_W R IT E_ D IG E ST _ BoDl-loadar turn 1hen 
back ^a its Ue stalea 




.^jl'ona'e 




i Cammenr 





S7D-PftG4-TSJ>En4|lh 


1[H rec^ramanl adi±essae only Bool-loaders Ihal supporl acrato^pad 

[^wrJoaiirpg 

h Ide sfe1e calling BOOT _ R EO_ DOW H LO A D Ice a vcJalile memory 

dcwrlc-ad iriialize memcry handar M EMORY. HDLR_ST ATE goee inlD 

OPEN stale 




^a^dna'e 


Wd spcor,\f cJie-rif 's "foa^-sj:^ 'o^ .'.^is sJep 




] Comment 





S7D-PBG4-TS[>2N4llh 


When prepanng scratchpad dDwrioad procedure is over the Bcct-loader ^es 
back to Its Ide stalea 




.^a/'ond'e 




, Cjjmmenr 





■CTBTTran^KnTTTr 



ti Ida atB*a if BOOT _R EQ_ DOW N LOAD is called tor a n en vola^le memory 
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^wrJoad Logcal Block DTC'b bIbT^s Br# tet^d. h caBB IhB B^sociatd DIG 
iBno1 tBstdof indcalBS an error 

» The B^SDCiBtd DIG sblB is cIsBred 1^b iriBan Ihal i1b sU1bs 

irxJicalBB 1^11 he 1bs1 ^b na1 b€ bh pesBBd 
» The mam cry hBnder \s iruliBlizBd Bc«}rdn^^. 
MEHOR V_HDLn_STATE gcBS inio OPEN afet 
When bI IhiE above steps are Bcconiplis hed Ihe poBilive resporee 1d 
eOOT_REQ_ DOWN LOAD is returned. 




RaboHB^e 


{f HP ECU Log7ca{ B}cfck as ^erat'onaf {DJC ^pdcaftfa no eno'-j ^t mjjsi he 

un\o^^d so be moo^t\eii 

tht's not ODeiBtfonaf no iy?}ock{ng ts requested. 

7^15 pre\y^nt unaulhoffzed user to Anvsfn^re a J-ojr^a^ Block by m^dfiy rte 

Ofg^Bt. 




ComiT] en t 
1 

3 


Once Log\ca} BScc}^ djjes? fE t^ntten t^e 300T_REQ_D0WNL0AD ca^ ister 
be pesio^med w\^out B^y BOOT_SA_UNlOCK_REQ. 





STD-PRi24-T&J>£1]2|lh 


hklB atHfe If BOOT_REQ_DOWNLOADiscallBdkirancn vola^le memory 
limwrJoad Logcal Block DTO'b BlBtes are Tested. ^ casB Ihe associatd DIG 
irxJicaleE ^h3.^ digesi match wi1h cfala and 1he 3EGURITV STATE is in1o 
UNLOGK 

» The associatd DTG sU1e la cleared 1^a mean Ihat i1s sb1es 
irxJicatea 1ha11he 1ea1 has na1 be en passed 

» The mem cry hanJer la injlialiied accorcin^^_ 
WEHORV_HDLn_ STATE goes inio OPEN afele 
When al IhE above alepa are accompliahed Ihe pcaitve resporee 1o 
&DOT REQ DOWNLOAD is returned- 




Rd^crraJe 


{f 3n ECU Legrcat Block j^ ^frdLicrrsJ (DJC fndfc&tsa rra effcr}^ jC rniia^ be 

unic^k^d tc De modified 

if \fB net i\u^{Btfona} na vrtlocking ts requested. 

777rs p'BL'e/^f uf7auff\o^fzed ussr to L^k'^fr^fe a Lc^htbi EJi?^^ by mod^^ r^ 

&t;esl 




Com^ffj]^ 


Cnce Lug-'i:^.' a-oc^ o\gest ,s .'.'■rren ^h^ aOO?". HEQ_QO\^NLOAD can efer 
bepe.'fufmeJffii^iadjrar?! fl 007"_ Sy^_ (J.Vi OCr\l .^EO- 





STD- P Ri^4-TS 021:^1 1 h 


When pceper^ng dDwrioad procacijre ia over. Ihe Bool-lDGder g^ea bac^ loits 
hia sbtes 




flaliofTflJe 


- 




Commffnr 


- 





5TD-PRG4-TSJ>£D9|lh 


¥1 Me atafe M BOOT _R EQ_ DOW H LOAD is called tof a ncn vola^le memory 
dmwrJoad Logcal Block DTG's s1a1es are tested, h case Ihe associatd DTG 
irxJicates ^h3.^ digesI match wi1h cfala and 1he SKURITV_STATE is in1o 
LOCK a ne^^ve response la sen1 as answer o1 BOOT_REQ_DOWNLOAD_ 
Bool-lcai^ r 1urn 1 hen bac^ 10 Its Ide alates. 




RaVcna'e 


f' an ECU Lcjind^ BIock as i]p^ra/'ona.' (DJC ,wa'c^re5 no er^csj, T must Jne 

unJoc^ed fo be modft\ed 

if \i's net coer3t}onsK no iK?}ocktng ts requesie^ 

Jbts pre\y^nt u^fsulhoffzed us£r io ipy3i\dBt» a LogtcaS Block by modify [Jb 




Comment 


- 





STD-PftG4-TS[>2rT|lh 


When 1rarg1er data prccedure la over Ihs Bccl-loader goes t^ack b i1s Ide 
stalea. 




j ^j^icrraJe 


- 




. Commept 

1 


if tsansfef dala w&b reisted to scratchpad, a ulf] err^cjJy check oan Jne 
oejio^r:ed \^\lsnot€k, Iransfeffed a^s e:jvs?d 





STD-PftQ4-TS[>2l1|1h 



h ide slBte_ calling 1he BOOT_RUNDTCTEST Icccbs Bccl-loader to chec^ il 
Ihe aascc^ated l^^cal Block ^ta male he s ^^1h1hQ ccaaapcnding d^sl 



Bef MOI-^ I 5tindjTJ EC U TcpfTjgrjTrang | Pai^ - Bjl^Hc-ii^ medgpu jth: | P^cT&-r7 



1 ThE corre spcxicEng DTG eIbIs lESElaccoicingJD 1he chcc^ tesuI^ 


Ra ^^u^^^e , 


ri>n3in?nr 1 - 



snmfin^TsjitirTT 


WhEn BulDcontrol pccceciirE is cWsr^ IIie Bcot-Unci^r goES hack Id Ife Ide 
fltalEB. 


P^^JcindJE 


- 


C^n}m en t 


- 



II r^pcogrAmmEbJE mEmary nE^ds ETSs^ng bElcvE being wrrtlBn, IhlE op&riilicxi can t» tn^erEd on 
BOOT, n EQ_DCrW !i LO A D - 

G.4 Logical Block 




■ t^wHindDQHi 



f " ProgrsmmHJ'noT progrnnimefl DTC 



ciyh£3 /HTirr r »t I I 



l>irtf EsUArril* 



FfgUre 4 -LogicBl Black DIgBst 



Logcal Block's SEgnEnlE adciesE and aire bfe &1allcally dEfinEd 



flfl/'on.i'E 



| KT-D-PftG4-T^D4miU | DigEBl IB CE^npulEd on IHe EnUre Lq^cbI BiQLk'aarea 



flj^LinflJE 



I ffe /iJTrf ^£in Ci3 /Df ^ JTIJI A^E J. ^jjra^l . HE [? a^Ea COv£rs lUff EfT^fi 1 H J-J^f 5JaJ7^ 



STD-PftG^-TBJHBinh 


Djf}EBl IE cccn pu lEd u Eing a Ebrxlac d crvplocr^phc hash hinckon 


ffafjcmdJE 


WD5 SEE^ri= to £?d iu?r'CiE.i' for n-^ lx^^li^ 


CflmmEnt 



STD'TiRG4-TSHD^lh 


F[F B Lg^ebI BJDci: data Thai are ml fanBlEr^Ed using ThE 
BDOT_TRANaFER_DATAnlEriflce muslb»E Knov^nb^ ItiE bd. 


.^r^jonj'E 


tCL' /hlcs.' fiij^rE ?ijf [HE Dy^est car/ b^ j?'eo prr^^^ased bf 1'^e tdo' Tnu 
irr^iiES ^^,at \0' w iofc^} Sioc^ ^r>'EE ^r J^^tveit^ A^^:? rr^rrjl^rrp i^ fry 


Com^iE^f 





G.5 Scratchpad and Memory Handler. 



aTD-PHfi^-T^iL^DDMi 



DETault fnErnc^y lunder is loaded Inti scmlcfpad nn Prc^amming 
LTtloDza Udh 



SeeeIdh 
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.9a.''Cinj'P 


- 


C^mm&nt 


- 



?rB-Blia4-T?j>5ni|it — 


II BCOT_nEQ_ DOWNLOAD memofy aittatft k nal handed b^ memory 
imfxiar ccniBinsd inio BcralctipBd. tiRC 70 ib reLiTned^Ihe tod. 




. fljUon^'e 


- 




\ Comment 


- 





STD-PRi24-T^[»D2|lh 


ECU muBl check il si^iatura o1 scfsthpad malch wilh aulhorized signalure 
when close pfocecijre ol RAM Hander \s called 




Rb I'^ona 'e 


- 




Ci>in,Tienr 


■System si^Dtf&f fE fespo^sibJe for pf{iytd\ng Btg^^d memofy handing rcuiinea 





^TBTTrar^BnaTTT 



ti Bcralchpad Brgnaturs dc«B nol malcti with authcrized si^iatire deiaull 
memccy tiender ie reload inlo scralc hpad 



.^jl'onfiJe 
Cammenr 



Phy^icBl Memory Hander inlerface 

C^n IpBrBm memor^Add^&E Bndmemor^Siie-relurn ofcof NRC) 

Writ Itrarsie r Re t^ aslParBm ele r Re ccf d| 

Clost 

G witc h be r^ee n im pJe me nbions Ib pe riccme d en RD aervice depending en memccy add~eBa 



trlflf face Imple me nia (onE" 

Delaull HarxJIer resic^ nl in boot Slub [relurns NRG 22onOpBF4 
Rash wn Is capable rculinea fesictnl cr contained ri Scrathpadh 
RAM Handar. reaideni in boat. MTile in1o Scrakhpad. 



